- United States Patent [191

[11] Patent Number:

Vincent

[45]

[54] METHOD FOR PROVIDING
INFORMATION SECURITY PROTOCOLS
TO AN ELECTRONIC CALENDAR

rity protocol that is either unique to the calendar func
tion or a more comprehensive information security

system for the organization. The security classes are
pre-established by the system.‘ When the calendar data is
presented in a format that allows event descriptions to

Corp” Armonk, NY.
Appl.
No.:
166,572
[21]

be readable such as when a day calendar is viewable on
the display terminal or in a printed copy, an overall

Mar. 11, 1988
[22] Filed:
[51] Int. Cl.4 ............................................ .. G06F 15/40
[52] US. Cl. .................................. .. 364/518; 364/521;

security label is displayed and printed out when the
display is converted to hard‘ copy. The period covered
by the security label generally corresponds to the per
iod that is selected for viewing. The security classi?ca
tion displayed is the highest security class of any of the

368/41
Field of Search .............. .. 340/756; 364/521, 518,

364/522; 368/41, 28; 380/4, 55, 59

[56]

event descriptions that are displayed. Data structures
are established for each calendar entry which store the

References Cited
U.S. PATENT DOCUMENTS
4,380,009

4/1983

4,626,836

12/ 1986

data in the system. These data structures are scanned to

......

. . . . . ..

4,713,753 12/1987 Boebert et a1.
4,713,780 l2/l987 Schultz et al.
4,769,796

9/1988

determine the overall classi?cation that is displayed for
the day calendar. Since a readable security classi?cation
label is automatically applied, regardless of whether the

Long et a1. ................... .. 340/825.55
Curtis et al.

340/706

364/200
364/514

calendar presentation is on the display screen or in hard

copy, all of the requirements of the established informa
tion security system are met and the electronic calen
daring application need not be treated as an exception to
the information security system. The method allows

Levine ................................ .. 368/29

Primary Examiner-Gary V. Harkcom
Assistant Examiner-Phu K. Nguyen
Attorney, Agent, or Firm—R. E. Cummins

[57]

Nov. 14, 1989

tion to an event as it is being calendared. The classi?ca
tion assigned is pre-established by an information secu

[75] Inventor: James P. Vincent, Arlington, Tex.
[73] Assignee: International Business Machines

[53]

Date of Patent:

4,881,179

each calendar user on the system that has an assigned

ABSTRACT

permission level to view classi?ed event descriptions at
or below his or her assigned security level with a secu

A method of controlling the unauthorized disclosure of

rity label automatically displayed or printed.

classi?ed data that is used to describe an event that has

been calendared in an electronic calendaring applica
tion of an interactive information handling system in '

which the calendar owner assigns a security classi?ca

Iii’

10 Claims, 5 Drawing Sheets

DAY CALENDAR
VIEW

MOVE

DATE

COPY

ADD

DELETE

CALENDAR

FIND

PROOF

FEB. 29 88
CALENDAR FOR LM. USER
CMD START
m SEC- 5_1

:OOam

9:00am 10:00am

PRINT

EXIT

DESCRIPTION Q

U Meeting with Don Smith about E3
Editor. His office.

10:00am 12.50., u Department meeting to update mem

38

bers on the move to new offices

and general update on work status

11:00am 12: 30pm C Design Group Review
This meeting is to review the wor
thats been going on for our 60 da

:OOn

If.

:30pm _

1:00pm
1:30pm
2:00pm
2:30pm

work effort. Bring accomplishment
and concerns. Only l0 more days t
go. For some that‘ s good, for
others well

Please don't forget to keep your

3

people updated for this meeting

3

and the results from it.

_3 Enter Calendar Name
Fl=HELP

1

1.: m

F3=CANCEL

Eu
F7=PREV DAY

F8=NEXT DAY

FlO=EXIT

US. Patent

Nov. 14,1989

_

Sheet 1 of5

4,881,179

F """"""""""""""""" "1.
I

:

l
l
:
‘—<->1
:
:

DISK
STORAGE
UNIT
g
. . . . . . . . . ..
Q

-

.

.

n

¢

-

l

-

|

12- MIcRo PROCESSOR

I

:

E
M
0
R
Y

141 CONTROL

i
i
r13 :
:-<—>:
:

PROCESSING UNIT

:

o

M

L1

:

- ' ' ' ' - - _ _ ' _ _ ' ' - ' - ' -

>-

' '

' ' - _ "'["'J

DISPLAY

PRINTER

E

lé

KEYBOARD

->

-

MOUSE

I1

21

FIG. 1

SYSTEM 1

=»sYsTEM 2

2a

Q

HOST CPU

/

HOST CPU

23

I-‘‘‘‘‘‘ “H

25

l

I

I

l

l

l

I

l

I

.

-

.

-

-

-

-

.

.

TERMINAL FIG. 1

Q

TERMINAL FIG. 1

FIG. 2

_

MODEM
39

US. Patent

Nov. 14,1989

_33

1;

MAIN MENU

PRINT

DIR

CHANGE_DIR

PROFILE

Q
1. MAIL

2. LIBRARY

3. PHONE DIRECTORY

{'Z_<;ZLEN5A£_"'} -35
6. WORDPROCESSOR

Q ENTER A SELECTION

3_2

Fl=HELP

F10=EXIT
FIG. 3

Sheet 2 of5

4,881,179

US. Patent

Nov‘. 14, 1989

3
2

2_7

DAY CALENDAR
VIEW

MOVE

DATE

COPY

ADD

DELETE

CALENDAR

_9:00am 10:00am

8:30am

__

—42

FIND

PROOF

PRINT

EXIT

DESCRIPTION @

U Meeting with Don Smith about E3
Editor. His office.

_10:00am 12:00n

9:30
10:00

4,881,179

"‘***CONFIDENTIAL**** Q

FEB. 29 88
CALENDAR FOR I.M. USER
CMD START
END SEC- 2

8:00am

38- 9:00

D Department meeting to update mem

_
_

bets on the move to new offices
5:
and general update on work status. —

10:30

_1l:00am 12:30pm C Design Group Review

11:00

_

6F13

11:30
12:00n

_
_

This meeting is to review the work 555
thats been going on for our 60 day

12:30pm §§

_ £1

E

work effort. Bring accomplishments

__
__

2:00pm

_

others

2:30pm

_

Please don't forget to keep your

_
__

people
and the updated
results for
from
this
it. meeting

—1

2 Enter Calendar Name
Fl=HELP

2

F3=CANCEL

Th
——

1:00pm
1:30pm

3:00pm
3:30pm

3_Z

Sheet 3 of 5

and concerns. Only 10 more days to
go. For some that's good, for

|

well

. . . . .

2U

F7=PREV DAY

FIG .

F8=NEXT DAY

4A

F10=EXIT

-—

US. Patent

Nov. 14,1989

_3_l¢_
3_l

2

Sheet 4 of5

DAY CALENDAR
VIEW

MOVE

DATE

COPY

ADD

DELETE

CALENDAR

4,881,179

****SECRET***** Q
FIND

PROOF

FEB. 29 88
CALENDAR FOR I.M. USER
CMD START
END SEC- 2

PRINT

EXIT

DESCRIPTION

52

8:00am

_2:00am

3:00pm C Work group meeting 07-F13 to dis-

9:00
8:30am

__
__l;:00pm

lu30pm U Finish
cus patent
weekly
coverage
report.of project.

9:30

_5:00pm 6:00pm S Meeting with security people to

10:00

__

10:30

_8:O0pm

11:00

_

11:30

_

12:00n

_

12:30pm

investigate loss of documents.

47

P Dinner meeting with recruiter

A8

@- 3:30pm —

2 Enter Calendar Name
Q

FI=HELP

F3=CANCEL

F7=PREV DAY

F8=NEXT DAY

FIG.

3
3_l_
2

4B

DAY CALENDAR
VIEW MOVE
DATE

8:00am

COPY ADD

DELETE

CALENDAR

='~‘*CONTIDENTIAL**** Q
FIND

PROOF

FEB. 29 88
CALENDAR FOR LM. USER
CMD START
END SEC- 5_1

T

__2:00am

F10=EXIT

PRINT

EXIT

DESCRIPTION

3:00pm C Work group meeting 07-Fl3 vto dis

8:30am

_

9:00
9:30

__4:00pm 4:30pm U Finish weekly report.
__5:00pm 6:00pm
ACCESS PERMISSION REQUIRED

cus patent coverage of project.

10:00

10:30

__8:00pm

11:00

__

11:30

_

12:00n

__

12:30pm

__ 4_7_

1:00pm

ACCESS PERMISSION REQUIRED

i8_

_
- Q _

@- 3:30pm — é

:

2 Enter Calendar Name
_3_2

Fl=HELP

F3=CANCEL

@

F7=PREV DAY
FIG.

F8=NEXT DAY
5

FlO=EXIT

—

US. Patent

Nov. 14, 1989

Sheet 5 of 5

4,881,179

I

DATE

CALENDAR
NAME
USER

START
TIME

SEC‘
EVENT

TIME

022988 MAIN

USER IMA 9:00am

10:00am

022988 MAIN

USER IMA 10:00am 12:00n

DESCRIPTION

Meeting with Don Smith about E3
Editor. His office.
Department meeting to update mem
bers on the move to new offices

and general update on work status

022988 MAIN

USER IMA 11:00am 12:30pm

Design Group Review
This meeting is to review the work
thats been going on for our 60 day

work effort. Bring accomplishments
and concerns. Only 10 more days to
go. For some that's good, for
others well

Please don't forget to keep your

people updated for this meeting
and the results from it.
----_

DISPLAY OR PRINT OWNER CALENDAR

i523
PRINT

DISPLAY CHANGE-DIR

PROFILE

TYPE THE DATA RANGE DESIRED, CHOOSE CENSORSHIP IF DESIRED THEN SELECT
PRINT 0R DISPLAY ON COMMAND BAR

START DATE (mm/dd/yy)

(DEFAULT IS TODAY}
(DEFAULT IS TODAY)

END DATE

CENSORSHIP DESIRED ‘.7
IF YOU WANT ANY EVENT DESCRIPTION CENSORED, SELECT THE LEVEL OF
CENSORSHIP DESIRED:

SHOW
SHOW
SHOW
SHOW

UNCLASSIFIED DESCRIPTIONS?
CONFIDENTIAL DESCRIPTIONS'.7
SECRET DESCRIPTIONS
PERSONAL DESCRIPTIONS

(Y/N)
(Y/N)
(Y/N)
(Y/N)

Q ENTER A SELECTION
Fl=HELP

F10=EXIT

FIG. 7

(DEFAULT
(DEFAULT
(DEFAULT
(DEFAULT

IS
IS
IS
IS

Y)
Y)
N)
N)

1

4,881,179

METHOD FOR PROVIDING INFORMATION
SECURITY PROTOCOLS TO AN ELECTRONIC
CALENDAR

CROSS-REFERENCES TO RELATED
APPLICATIONS

l. Co-pending application Ser. No. 008,039, ?led Jan.
29, 1987, entitled “Electronic Calendaring Method to
Establish Calendar Floating Triggers for Calendared
Events and Processes” and assigned to the assignee of
this application is directed to an electronic calendaring

2

an electronic calendaring method in which a calendar
owner, when calendaring an event such as a meeting,

which requires, in addition to a meeting room, such
articles as a protector, video conferencing equipment,

etc., automatically receives con?rmation that requested
articles are available and reserved for the calendared

meeting event.
7. Co-pending application Ser. No. 07/178,725 ?led
concurrently herewith in the name of Murray et al and
entitled “Method For Presenting Electronic Calendar
Information in an Interactive Information Handling
System”, is directed to a method of displaying day cal
endar data in which the data is presented in two differ

method in which a calendar owner can selectively trig
ger a prede?ned action and response to detecting one or
ent formats simultaneously.
more criteria related to the calendar event that has 15
BACKGROUND OF THE INVENTION
previously been de?ned and entered into the system.
2. US. Pat. No. 4,807,154, issued 2/21/89 Ser. No.
1. Field of Invention
008,033, filed Jan. 29, 1987, entitled “Method For De
This invention relates in general to methods for main
veloping Automatic Replies in an Interactive Elec
taining electronic caalendars for end users in a multi-ter
tronic Calendaring System,” and assigned to the as 20 minal data processing system and in particular to a

signee of the present application is directed to an elec
tronic calendaring method in which a calendar owner

can respond automatically to requests for participation

method of controlling the unauthorized disclosure of
classi?ed data that is used to describe an event that has

been calendared.
in events being calendared by another person. The na
2. Description of the Related Art
ture of the reply is based on an analysis of the parame 25
The prior art has disclosed a number and variety of
ters set forth in the request and an algorithm employing
interactive electronic calendaring systems and methods.
a set of prioritized criteria that the calendar owner has
The objective of all of these systems is primarily to
established to provide the automatic response.
assist the person who, for a number of different reasons,
3. Co-pending application Ser. No. 008,034, ?led Jan.
a calendar of future events containing various
29, 1987 entitled “Method For Concurrently Display 30 maintains
information about the event at entry points on the calen
ing Entries From a Plurality of Different Electronic
dar which relate to the time of the event.
Calendars Based on Interactively Entered Criteria,”

and assigned to the assignee of the present application is

The increase of personal computers and intelligent

ship that the user de?nes by data that is entered into the

Two general types of interactive electronic calendar

workstations in recent years has made it possible for
directed to an electronic calendaring method in which a
calendar owner can display a set of calendar entries 35 calendar owners to establish and maintain their calen
dars on these interactive type data processing systems.
from different calendars which have an interrelation

ing systems have thus evolved in the art. In one type of
calendaring‘system, the owner of the calendar is gener
4. Co-pending application Ser. No. 008,249, ?led Jan.
29, 1987, entitled “Method For Automatically Recon 40 ally also the user of the workstation and that worksta
tion is generally not a part of a larger network. Gener
ciling Entries on Two Copies of Independently Main
ally, in these types of systems, the calendar functions
tained Electronic Calendars,” and assigned to the as
involve presenting a screen to the user representing a
signee of the application is directed to an electronic
day calendar divided into a number of time periods or
calendaring method in which a calendar owner who
keeps a detached personal copy of his master calendar 45 time slots. Each period is capable of displaying a limited
amount of text that the user enters. In some systems, the
can automatically reconcile the calendar entries that
day calendar can scroll vertically to present more time
have been made on each- calendar copy, independently
periods to the user or horizontally to present longer text
of the other since the last time the detached copy was
entries. The operator can generally “page” forward or
made and interactively resolve calendar event con?icts.

system interactively.

5. Co-pending application Ser. No. 008,038, ?led Jan.
29, 1987, entitled “Electronic Calendaring Method
Which Provides for Automatic Assignment of Alter

backward and, in most arrangements, can display a

requested date. These calendaring arrangements gener

ally do not limit the type of event that is calendared nor
the terminology employed at any of the entry points
nates In Requested Events,” and assigned to the as
and, to that extent, function in the same manner as con
signee of this application is directed to an electronic
calendaring method in which a calendar owner, who 55 ventional manual calendars or appointment books. The
electronic calendaring methods and systems do hve an
receives a request to participate in a calendared event
advantage over the prior art manual calendaring of
originated by another calendar owner, can assign an
events in that the user generally has the ability to scan a
alternate to the event that will be designated in the
time span involving a large number of days and identify
automatic response which re?ects the assignment of an
calendared events quite rapidly.
alternate to the event. The assignment of the alternate is
based on the relationship of the information that accom
The other type of calendaring arrangement that has
panies the request and criteria that the calendar owner
developed in the prior art involves multi-user environ
has pre-established for each potential alternate.
ments having a large number of terminals or worksta
6. US. Pat. No. 4,807,155 issued 2/2l/89 Ser. No.
tions which are generally part of a larger communica
008,036, ?led Jan. 29, 1987, entitled “Electronic Calen 65 tion network that has been established to permit the
daring Method for Automatic Con?rmation of Re
users to interact with each other and with data main
source Availability During Event Calendaring”, and
tained on the data processing system. In this environ
assigned to the assignee of this application is directed to
ment, a user at a terminal or workstation can send a

3
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message to one or more of the other users on the net

much ?ner granularity. Event descriptions which have

work and is noti?ed when the addressees has received
and read the message.
In most of these environments, each user generally
maintains a separate calendar, and in many of these

been classi?ed above the security level of the viewer of
a day calendar are censored on the presentation screen

and printout. This results in better security for entries

environments the reason for the interaction with each

which are personal to the calendar owner and entries
which are sensitive from the security standpoint. Users

other quite often generally involves reference to respec
tive calendars. A considerable amount of time is there

are therefore less reluctant to make full use of the elec

tronic calendar system.
fore spent in many organizations, with people checking
However two data security problems still remain in
and rearranging their calendars to accommodate vari 10 these types of systems. The ?rst problem arises from the
ous events such as meetings, presentations, etc. In this
fact that most all security systems require a document to
environment, the calendar systems and methods have
have a security label which designates the security clas
progressed to the point where a person who is called a
si?cation of the information contained in the document.
meeting can, at least, review the calendars of other users
When a user requests a copy of his calendar to be dis
on the system that he intends to invite to a meeting to
played or printed out, there is no security label automat
determine whether a given time period is available on
ically attached or associated with the copy. The user

the respective calendars of the perspective attendees.

must remember to add one manually, which task is

The cross-referenced applications describe various im
provements to electronic calendaring methods for in

easily over looked if the copy is printed, and generally
not permitted if the copy is merely displayed. The cal

creasing productivity and making the overall system

20 endaring

more appealing to the calendar owner by providing
functions that the calendar owner came to expect andv

rely on when his calendar was being kept manually.
A problem that still persists in multi-user systems
involves the security of the information that calendar 25
users enter into their calendars and which is generally
available for viewing by other users of the system. In
some prior art systems the data security problem is
inherently minimized since the amount of space avail
able to describe the event that is calendared is very 30

limited and often results in very cryptic descriptions.
However in calendaring systems as described in cross

referenced application Ser. No. (DA987027), the
amount of space allowed to describe an event in theory

is unlimited. In this type of system the space allocated 35
for an event description is independent of the time per
iod of the event. There is therefor a tendency to have
detailed descriptions, which are accompanied by rele
vant comments, annotations, reminders and messages to
other persons, which are sometimes sensitive from ei

ther a personal, personnel or information security stand

point.
In some systems, the problem is addressed by limiting
access to each user’s calendar to selected individuals. In

certain situations, this solution may be justi?ed, but it is 45
very impractical as a general solution to the problem
because in many systems access permission is not selec
tive as to the type of calendar data. The administration
of the access permission process therefore becomes
very unwieldily. As a result, two situations generally

develop depending on the user’s perception of security
needs. One set of users who have no concern for docu

ment security directives will enter classi?ed data into

their calendar entries and hope that the formation will
not be compromised when another user on the system is 55

viewing the calendar to determine the ?rst user’s avail
able free time. Another set of users will just avoid mak
ing an entry if the information is sensitive and will have
a manual backup calendar system for such entries. Cal
endar entries of a personal nature also follow a similar 60

scenario. The overall integrity of the system is therefore
lessened and users become reluctant to participate.

The prior art does disclose calendaring systems in
which calendared events are assigned security classi?
cations at the time they are calendared. By assigning 65
each calendar user on the system access to classi?ed

event descriptions at or below below his or her assigned
security level, the system can now control access at a

